JOB DESCRIPTION         PUEBLO CITY-COUNTY LIBRARY DISTRICT
___________________________________________________​______________________________________
POSITION:
Systems Engineer
Organization Group:  Master

DEPARTMENT:
Information Technology
Level:  C
EFFECTIVE:
August 1, 2023
FLSA Status:  Exempt

_________________________________________________________________________________

This Job Description identifies the major responsibilities of this job.

▪▪ I.
POSITION PURPOSE
The purpose of the Systems Engineer is to provide implementation and maintenance of the server farm, the Windows domain, Citrix VDI environment and disaster recovery operations for the library district.  This position ensures that computer operations are effectively running and can be quickly restored if failures occur. This position also ensures that the technology team as a whole is governed, trained, and running efficiently.
▪▪ II.
RELATIONSHIPS

The Systems Engineer reports to the Director of Information Technology and works both as a team member and independently to perform the duties of the job.  Promotes a positive work environment by maintaining respectful interactions with staff, managers, customers and vendors. Provides both internal/external customer service, demonstrating the ability to communicate effectively with people regardless of age, race, sexual orientation, ability level or background.

▪▪ III.
DUTIES AND RESPONSIBILITIES
Responsible for the overall architecture, design, implementation and maintenance of the Library District’s IT infrastructure. The network operates on a Hub and Spoke fiber network to connect six library branches through a custom fiber network. 

Responsible for the following systems: 

· Network Equipment configuration and implementation/administration of routers, switches, firewalls, analytic utilities.
· Video Camera Configuration and implementation/administration of multiple camera systems.
· Citrix on premise environment and Citrix DaaS platform configuration and implementation/administration.
· Server, storage, Backup system configuration and implementation/administration.
· Hypervisor and VDI implementation/administration and maintenance.
· CIPA Software implementation/administration and maintenance.
· EFAX implementation/administration and maintenance.
· Authentication of ILS databases via proxy systems implementation/administration.
· SFTP Services implementation/administration and maintenance.
· On-premise ticketing system implementation/administration and maintenance.
· Managed Guest Session system implementation/administration with Print station connections.

· Mobile Device Management software implementation/administration and maintenance.
· Implementation/administration PCI compliance.
· Accounting software implementation/administration.
· Network scanning utility implementation/administration.
· Certificate Management implementation/administration.
· Meraki Wireless solution.
· Wireless Controllers implementation/administration.
· Active Directory Sites and Services, Users and Computers implementation/administration.
· DNS implementation/administration.
· DHCP implementation/administration.
· Root Certificate Authorities implementation/administration.
· 2FA and PKI implementation/administration.
· Group Policy Management implementation/administration.
· User Profile Management implementation/administration.
· Google Admin and Gsuite administration.
· FileServer management and DFS implementation/administration.
·     Assists the Director of IT to architect, design, implement and maintain PCCLD’s IT infrastructure.

·     Provide technical support to library staff and patrons.

·     Troubleshoot and resolve IT problems.

·     Stay up-to-date on the latest IT trends and technologies.

·     Works in conjunction with the IT Director to train library employees on new IT technologies.

·     Assists the Director with serving as the IT department point person for external vendors. 

·     Act as PIC (person in charge) when the Director of IT is not available. 

·     Works with the Director of IT to support the growth of the technology department employees and selects relevant IT training and resources for continued learning and improvement.

·     Supports team efforts to maintain a safe and secure environment for customers and staff by maintaining awareness of surroundings and working in accordance with safety policies and procedures.

·     Participates in regularly scheduled department meetings.  Attends All Staff Development Days and other training sessions to acquire new skills and to stay current on all information that is pertinent to PCCLD.
·     Reads daily organizational communications from intranet, e-mail, newsletters and print announcements.  Stays current on all library services, programs and events throughout the district. Regularly accesses electronic time keeping, payroll and personnel employee access systems.

▪▪ IV.
OTHER DUTIES AND RESPONSIBILITIES

May serve on Library committees.

May provide back-up coverage for other positions in the department.

Other duties as required.
▪▪ V.
QUALIFICATIONS

Education and Experience:  
Bachelor’s degree in an Information Technology related field and a minimum of two (2) years in a Systems Engineering role; or a minimum of five (5) years of experience in a Systems Engineering role or higher with the ability to attain a Bachelor’s degree within four years. 
Skills and Abilities:  
· Strong knowledge of networking, security, virtualization and cloud computing technologies.
· Experience with Active Directory, DNS, DHCP, and other Window Server technologies is required.
· Experience with mobile device management software is preferred.
· Experience with Linux systems is preferred.
· Excellent problem-solving and troubleshooting skills.

· Strong communication and interpersonal skills.

· The ideal candidate will have a history of leading and mentoring IT individuals with various systems responsibilities.
Physical Requirements:  The job is physically demanding requiring the ability to carry and set up equipment which involves bending, squatting, reaching, lifting, pushing and pulling.  Must be able to properly lift objects weighing up to 50 pounds and push - pull carts weighing up to 200 pounds.

Other Requirements:  Must be available to work on-call as needed.  Must be able to work a flexible schedule including weekends and evenings.  Must be able to pass a criminal background investigation.  Must have a clean driving record, Colorado Drivers License and auto insurance.
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